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0
0
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5.
1
3.1.3
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8
1A
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A 0~127 0 127
1-126 A 126
1 0 24 16,777,213
2.B
B 16 16 B
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3 IP
192~223 C 8
254 21 (3 110)
2097151
4.D
D 1110 224~239 1P
D
5 E
1 8 4 1111 E
240~254 1P
A B C IP
3-1
3-1 IP
1 8
A OXXXXXXX 1~126
B TOXXXXXX 128~191
C 110XXXXX 192~223
D 1110xxxX 224~239
E 111IXXXX 240~254
3.14
IP 1P 32
IP
AND
land 1=1
1 and 0=0
0 and 0=0
1 1
3-2 255.255.0.0 IP 189.200.191.
239 189.200.0.0 191.239
Windows
P P

3-3
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3-2
18 2 8 3 8 4 8
IP 10111101(189) 11001000(200) 10111111(191) 11101111(239)
AND( )
11111111(255) 11111111(255) 00000000(0) 00000000(0)
10111101(189) 11001000(200) 00000000 00000000
3.15
IP
10 1 2 3-4
2 8 ( 8 )
2
1.
0 0
3-3
A 255.0.0.0 8 126 24 16 777 206
B 255.255.0.0 16 16 383 16 65533
c 255.255.255.0 24 2097 151 8 254
178
1) 3-4 178 128(27) 256(2°)
178
2) 178-128 50
3) 3-4 50 32(29)
4)50-32 18
5) 18 16(2)
6) 18-16 2
7) 2(21) 0
3-4 8
7 6 5 4 3 2 1 0
1 1 1 1 1 1 1 1
2 2 > 2 2t 2 2 2 20

128 64 32 16 8 4 2 1
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3-5 178 1011001
7 6 5 4 3 2 1 0
128 0 32 16 0 0 2 0
1 0 1 1 0 0 0
3-5
2,
IP
3-6
0011011
3-6 10011011 155
1 0 0 1 1 0 1 1
128 128
0 0
0 0
16 16
8 8
0
2
1
155
2 —_
IP 8
IP 32 4
32 8 ( 32 1 0)
2
2 v 6 192 224
240 248 252 254 6 2 IP 8
. 10000000 128
27
. 11000000 192
2 2
. 11100000 224
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27

27

27

27

27

x 2

11110000 240
x 22 2

11111000 248
x 2 20 X
11111100 252
2 2 20 2 2
11111110 254
X 2 2 2 22
11111111 255

8
255.255.252.0 172.16.0.0
IP
8 0 1
3 8 252
11111100
1 8 2 4
172.16.4.0 4
172.16.8.0, 172.16.12.0,172.16.16.0,172,16,20,0 172.16.251.0 63
255.255.248.0 3 8
11111000 172.16.8.0 8 4
1 8
0 1
172.16.4.1 172.16.7.254 3 8 7 3 8

172.16.8.1 172.16.11.254 172.16.12.1 172.16.15.254

—— PamelaForsyth  CCIE CCSI CNX
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3-7
ID 1 0
2 0o 1
3-7
1 128
2 192
3 224
4 240 14
5 248 30
6 252 62
7 254 126
8 255 254
9 255.128 510
10 255.192 1022
11 255.224 2 046
12 255.240 4094
13 255.248 8190
14 255.252 16 382
15 255.254 32 766
16 255.255 65534
3.3 3.03
3.3.1
32
0 1
31 5 32
1 6 62
37
3.3.2
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3 IP
3-8
3-8
A B C
0 16 777 212 65531 254
2 4194 303 16 382 62
3 2 097 147 8190 30
4 1048 574 4094 14
5 524 286 2 046 6
6 262 142 1022 2
7 131 070 510 N/A
8 65533 254 N/A
3.3.3
ID o(
0 ID
ID 2
16 32
1
3-9 255.255.224.0 135.120.0.0
3-10
3-9

000 0 135.120.0.0

001 32 135.120.32.0

010 64 135.120.64.0

011 96 135.120.96.0

100 128 135.120.128.0

101 160 135.120.160.0

110 192 135.120.192.0

111 224 135.120.224.0
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3-10
1
2 64 64
3 32 32 6
4 16 16 14
5 8 8 30
6 4 4 62
7 2 2 126
8 1 1 254
1) ID 1 120.100.16.0
120.100.16.1
2) 4 120.100.32.0
120.100.31.255
3) 1 120.100.31.254
3-11
120.100.16.0 Net.Work.Subnet.0
120.100.16.1 Net.Work.Subnet.1
120.100.31.254 -2
120.100.31.255 -1
120.100.32.0 Net.Work.Subnet Interval.0
3-11
3.4 3.04
IP
8
(VLSM)
3.4.1 8
8 8
1 0 32
8 8 8

1 0~255 8 8
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IP
1 0 8 8
3-12 10
255.255.192.0) A (2.0.0.0) ID
3-12 10 ID
ID
2.0.64.0 0000 0000 0.1 ID
2.0.128.0 0000 0000 10
2.0.192.0 0000 0000 11 8
2.1.0.0 0000 0001 00 8
2.255.0.0 1111111100 8 1
2.255.128.0 1111 1111 10
3.4.2
2
VLSM
IP
ID ID
(
) B
135.120.25.20/16 “ /16" 16
255.255.0.0(16 )
VLSM 1
VLSM EIGRP OSPF
VLSM ID 1 0 3-3 VLSM
150.150.1.0/24
150.150.254.0/24 150.150.255.0/27 3
30

150.150.255.0/27
150.150.255.32/27
150.150.255.64/27
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3.4.3
RFC 791 IP
8
RFC 791 RFC(760) IP
1982 IP
IP
C C 254
C
(CIDR)
C
200.200.192.0
200.200.193.0
200. 200. 194. 0
200. 200. 195.0
255.255.255.0
255.255.192 200.200.192.0
3 8
VLSM IP
IP
IP
IP Internet IP
C
IP IP 6
Ipv6 6 IP 32 128
32 16 A923.FF23.BA56.34F3
IP Ipv6
Internet IP
32
——John Pherson, MCSE, MCT,
MCNE, CNI
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3.5 3.05 Cisco 10S P

IP Cisco Cisco 10S

351 P

P

ROUTER>TERMI NAL | P NETMASK- FORMAT{ bi t count , dediexh
EXEC #

Bitcount: /24 (used for classless IP addressing)
Decimal: 255.255.255.0
Hexadecimal: OxFFFFFFO0

ROUTER( CONFI G- LI NE) # | P NETMASK- FORMAT{ bi t count , deleéxtal

1) EXEC

2) ROUTER# CONFIGURE TERMINAL
Router(config)#

3) ling{ vty 0 4}

4) Router(config-line)#

ROUTER( CONFI G- 1 F)# | P ADDRESS address subnet-mask
Router(config-if)#
IP

3.5.2

IP (DNS)

DNS
ROUTER( CONFI G) #1 P HOST hostname [tcp-port-number] ADDRESS{ip addresses}

IP TCP TCP 23
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Telnet
ROUTER( CONFI G) # | P DOMAI N- NAME domai n name
Cisco 10S “ i
(FQDN)
server |.abc.com
serverl abc.com
“ serverl” 10S
DNS
ROUTER( CONFI G) #1 P NAME- SERVER{ name server ip addresses}
DNS
— 6
255.255.255.255( )

ROUTER( CONFI G) #( NO) | P DOMAI N- L OOKUP

ROUTER#SHOW HOSTS

( “ " “ DNS ")
3.5.3 ping
Ping(packet Internet groper) IP IP
ICMP( )
1 ping
ping Cisco

Rout er >ping 131.199.130.3

U
& TTL
5 ping
2. ping
ping 10S

EXEC PING Ping
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EXEC Router# ping<CR>
ping?<CR>
3.5.4 IP TRACE Telnet

PING
IP TRACE Telnet
1. Telnet
Telnet Telnet
Telnet
Telenet 10S
} /
2. IPTRACE
EXEC (
Router>trace{ } {IP }
3
( ) IP
3.6
1P 32

125.125.125.100) IP 32

P P 8

B C IP

1D
0 0 1
ID 1
ID 1
Cisco I10S IP

Router#

Router>telnet{ IP

TRACE)
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PING TRACE Telnet
3.7 2

< IP 1P

) € )
«IP 32

. 127.X.X.X

« IP 1 255.255.255.255

*C 8 110 192~223

. 8 4 1111 E

VLSM



China=pubecom

. IP TRACE Telnet

3.8

1
1) What is the network address for the address 96.2.3.16 ( 96.2.3.16
A.96.2.0.0
B. 96.2.3.0
C. 96.0.0.0
D.Can’ ttell
2) What class of address is 190.233.27.13 (190.233.27.13 )
A.Class A
B. ClassB
C.ClassC
D. ClassD
3) How many bits are in the default subnet mask for the address 219.25.23.56 (
219.25.23.56 )
A.8
B. 16
C.24
D. 32
4) How many hosts are supported by a Class C network address, without subnetting (C
)
A. 254
B. 65,000
C. 255
D. 16,000
5) What is the default mask for a Class B network (B )
A. 255.0.0.0
B. 255.255.255.0
C. 255.255.0.0.
D. 255.225.0.0
6) Approximately how many unique networks are possible with a Class B address (

)

B
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A. 254

B. 16K

C. 65K

D.2M

7) What is the decimal value of the binary humber 11001011 ( 11001011
)

A. 203

B. 171

C. 207

D. 193

8) What is the binary value of the decimal number 219 ( 219 )

A. 11101011

B. 01011101

C. 11101011

D. 11011011

9) Subnet bits are added to to segment the network into subnets (

A. The network address

B. The default subnet mask

C. The host address

D. The subnet ID

10) If eight bits were allocated to subnetting with a Class B address, how many subnets
would be possible ( B 8 )

A. 62

B. 256

C.254

D. 16K

11) Given the subnet mask 255.255.240 on a Class A address, how many bits are allocated to
subnetting (A 255.255.240 )

A.4

B.5

C.9

D.12

12) If the subnet mask for the network 150.25.0.0 is 255.255.224.0, which of these is a
valid host address ( 150.25.0.0 255.255.224.0

)

A. 150.25.0.27

B. 150.25.30.23

C. 150.25.40.24
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D. 150.25.224.30

13) What is the first subnet ID for the network 25.0.0.0 with a subnet mask of 255.192.0.0
( 255.192.0.0 25.0.0.0 ID )

A. 25.192.0.0

B. 25.64.0.0

C. 25.128.0.0

D. 25.192.64.0

14) What is the maximum number of subnet bits possible with a Class C address? ( C

)

A.6

B.8

C.14

D. 12

15) Given the address 220.195.227.12 with a subnet mask of 255.255. 224.0, what advanced
subnetting technique is being used ( 255.255.224.0 220.195.227.12

)

A. Subnetting across octets

B. VLSM

C. Supernetting

D. None

16) Given a subnet mask of 255.255.240, which of these addresses is not a valid host address
( 255.255.240 )

A. 150.150.37.2

B. 150.150.16.2

C. 150.150.8.12

D. 150.150.49.15

17) How many hosts per subnet are possible with a Class B address, if five bits are added to
the default mask for subnetting ( B

5 )

A.510

B. 512

C. 1022

D. 2046

18) If you were issued a Class C address, and needed to divide the network into seven
subnets, with up to 15 hosts in each subnet, what subnet mask would you use (
C 7 15 )

A. 255.255.255.224

B. 255.255.224

C. 255.255.255.240
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D. None of the Above
19) What 10S command would you issue to set the |P address on a terminal line (
IP I0S )

A. ROUTER(CONFIG-IF)# P ADDRESS

B. ROUTER(CONFIG-LINE)# P ADDRESS

C. Router(config)#ip address

D. None of the above

20) What 10S command would you use to define the subnet mask for an interface on the
router ( I0S )

A. ROUTER(CONFIG-IF)# P ADDRESS

B. ROUTER# TERM IP-NETMASK FORMAT

C. Router(config-line)# ip netmask-format

D. Router(config)# ip subnetmask

21) What |OS command turns off name-to-address resolution? ( I0S -

)

A. ROUTER# NO |P DOMAIN-LOOKUP

B. ROUTER(CONFIG)#NO DOMAIN-LOOKUP

C. Router(config-if)# no ip domain-lookup

D. Router(config)# domain-lookup off

22) To view name-to-address mappings cached on the router, what 10S command would you
issue ( — 10S )

A. ROUTER>SHOW HOSTS

B. ROUTER(CONFIG)#SHOW HOSTS

C. Router# ip name-server

D. Router(config)# ip hame-server

PING )
A. Destination unreachable
B. Successful echoes
C. Timeout
D. None of the above
24) Given an | P address of 125.3.54.56, without any subnetting, what is the network number
( IP 125.3.54.56 )
A. 125.0.0.0
B. 125.3.0.0
C. 125.3.54.0
D. 125.3.54.32
25) The network 154.27.0.0 can support how many hosts, if not subnetted (
154.27.0.0 )
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A. 254
B. 1024
C. 65,533
D. 16,777,206
26) Which of the following is a legitimate |P host address ( P
)
A. 1.255.255.2
B. 127.2.3.5
C. 225.23.200.9
D. 192.240.150.255
27) What is the significance of the address 3.255.255.255 ( 3.255.255.255
)
A. It isahost number
B. Itisalocal broadcast
C. Itisadirected broadcast
D. Itisanillegal address
28) How many bits are in the default subnet mask for a Class D network (D
)
A.8
B. 16
C.24
D. None
29) A bit pattern of 1111 leading the first octet of an address would imply what class of
network ( 8 1111 )
A. Class A
B. ClassB
C.ClassC
D. Class D
E. ClassE
30) What is the binary equivalent of the decimal 234 ( 234 )
A. 11101010
B. 10111010
C. 10111110
D. 10101111
31)What is the decimal equivalent of 01011100 (01011100 )
A.96
B. 92
C. 84
D. 154
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32) The purpose of subnetting isto ( )

A. Segment and organize a single network at the network layer

B. Divide a network into several different domains

C. Allow bridging between network segments

D. Isolate groups of hosts so they can’ t communicate

33) Subnetting is achieved by the following actions ( )

A. Subtracting bits from the default subnet mask

B. Subtracting bits from the network address

C. Adding bits to the host address

D. Adding bits to the default subnet mask

34) If we add four bits to the default mask, what is the number of subnets we can define (

4 )

A.16

B. 15

C.14

D. 12

35) What is the maximum number of subnet bits we can add to a default mask (

)

A. 8 bits

B. 16 bits

C. 30 bits

D. Depends on address class

36) What is the subnet mask we would use with a Class B address that has three subnet bits
added ( 3 B )

A. 255.255.240.0

B. 255.255.224.0

C. 255.224.0.0

D. 255.255.248.0

37) What would be the subnet mask if we added 12 subnet bits to a default Class A subnet
mask ( A 12 )

A. 255.255.255.240

B. 255.255.240.0

C. 255.240.0.0

D. 255.225.224.0

38) Given a subnet mask of 255.255.255.0 with a Class B address, how many subnets are
available ( B 255.255.255.0 )

A. None

B. 254

C. 16K
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D. 65K
39) What happens to the number of hosts per subnet each time we add an additional subnet
bit( )
A. Hosts are not affected
B. Available hosts are decreased by two
C. Hosts per subnet is approximately halved
D. Hosts per subnet is doubled
40) In order to accommodate seven subnets, how many subnet bits are required ( 7
)
A.3
B.4
C.6
D.7
41) If weincluded six subnet bits in the subnet mask for a Class C address, how many hosts
would each network support ( C 6
)
A. 254
B. 30
C.4
D.2
42) What class of address would we have to use if we needed 2,000 subnets, with over
5,000 users each ( 2000 5000
)
A. Class A
B. ClassB
C.ClassC
D. Class D
43) Given a subnet address of 140.125.8.0, with a subnet mask of 255.255.252.0, what is the
subnet address of the next higher subnet ( 140.125.8.0 255.255.252.0
)
A. 140.125.16.0
B. 140.125.17.0
C. 140.125.32.0
D. 140.125.12.0
44) Given a subnet address of 5.32.0.0 and a subnet mask of 255.224.0.0, what is the highest
allowed host address on this subnet ( 5.32.0.0 255.224.0.0
)
A.5.32.255.254
B. 5.32.254.254



China=pubecom

CCNA

C. 5.63.255.254

D. 5.63.255.255

45) If we saw the following subnet addresses, what would be the subnet mask associated with

these subnets ( )

140.120.4.0

140.120.8.0

140.120.12.0

140.120.16.0

A. 255.255.252.0

B. 255.252.0.0.

C. 255.255.248.0

D. 255.255.4.0.

46) Given the network 2.0.0.0 with a subnet mask of 255.255.224.0, which of theseis not a

valid subnet ID for this network ( 2.0.0.0 255.255.224.0
ID)

A.200.255.192.0

B. 200.0.224.0

C. 200.0.16.0

D. 200.254.192.0

47) What is the subnet mask for an address expressed as 175.25.0.0/24 ( 175.25.0.0/24
)

A. 255.255.0.0

B. 255.255.255.0

C. Depends on address class

D. 255.255.24.0

48) VLSM alows usto (VLSM )

A. Use different subnet masks in different parts of the network

B. Divide a subnet into secondary subnets

C. Useclassless I P addressing

D. Both A and B

49) What class of |P address is usually associated with supernetting (IP

)

A.Class A

B. ClassB

C.ClassC

D. ClassD

50) Supernetting modifies the default subnet mask in what way (

)
A. Adds bits to the default subnet mask
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B. Adds bits to the network address

C. Removes hits from the subnet |1D

D. Removes bits from the default subnet mask

51) What is the appropriate prompt from which to enter the IP ADDRESS command ( IP
ADDRESS )

A. Router>

B. Router#

C. Router(config-if)#

D. Router(config)#

52) Which of the following subnet mask formats do Cisco routers support? (Cisco

)

A. Dotted decimal

B. Hexadecimal

C. Bitcount

D. All of the above

53) To configure a name-to-address mapping in the router mapping table, you would issue
which of the following commands ( —

)

A. ROUTER(CONFIG-IF)# P HOST

B. ROUTER(CONFIG-LINE)# P NAME-SERVER

C. ROUTER(CONFIG)# P HOST

D.BothAandC

54) When a PING command returns a series of periods, what does that indicate (  PING

)

A. Success

B. Non-existent address

C. Timeout

D. Unreachable

55) Which of these commands could verify the operation of the protocol stack all the way to
the Application layer ( )

A. PING

B. TRACE

C. Extended ping

D. Telnet

56) To perform an extended ping to address 1.1.1.1, you would issue which of the following
commands ( 1111 ping )

A. ROUTER>PING 1.1.1.1

B. ROUTER#PING 1.1.1.1

C. ROUTER(CONFIG)# PING
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D. ROUTER# PING

57) The length of an IP addressis (IP )

A. 24 bits

B. 16 hits

C. 32 bits

D. 48 bits

58) Which of the following classes is used for multicasting (

)

A.Class A

B. Class B

C.ClassE

D. None of the above

59) Which of the following statements is true regarding | P host addresses ( IP

)

A. The host address part of an IP address can be set to “ all binary ones” orto*“ all binary
zeros’ .

B. The subnet address part of an |P address can not be set to “ all binary ones” orto “ all
binary zeros” .

C. The network address part of an IP address can be set to “ all binary ones” orto “ all
binary zeros” .

60) An |P address reserved for loopback test is ( IP ):

A. 164.0.0.0

B. 130.0.0.0

C. 200.0.0.0

D. 127.0.0.0

61) An IP address used for local broadcasting (broadcasting to all hosts on the local network)
is( ( ) IP ):

A. 127.255.255.255

B. 255.255.255.255

C. 164.0.0.0

D. 127.0.0.0

62) An IP address of 100.1.1.1 represents which class of network (100.1.1.1 IP

)

A. ClassB

B. ClassC

C.Class A

D. ClassE

63) The Class D |P address pattern begins with (D IP )

A.1111
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B. 110
C. 010
D. 1110
64) The number 174 is represented in binary form by ( 174 ):
A.11001110
B. 10101110
C. 10101010
D. 10110010
65) The subnet mask in conjunction with an |P address defines ( IP
):
A. A multicast address
B. A host address
C. The portion of the address that should be considered the network ID.
D. None of the above
66) The purpose of using subnetsis ( ):
A. To divide a network into smaller subnetworks
B. To improve network performance due to increased traffic
C. To make the internetwork more manageable
D. All of the above
67) The default subnet mask for Class B network is (B ):
A. 8 bitslong.
B. 24 hits long.
C. 16 bits long.
D. 32 bits long.
68) To add bits to a default subnet mask, the bits are taken from (
)
A. The lowest-order contiguous bits of the host address
B. The lowest-order contiguous bits of the host address
C. The highest-order contiguous bits of the host address
D. The highest-order contiguous bits of the host address
69) In planning subnets, the factors that need to be considered are (
):
A. The number of subnets needed
B. The number of hosts per subnet
C. The possible growth in number of subnets or hosts per subnet
D. All of the above.
70) How many subnets for Class B are possible if six bits are added to the default mask (
6 B )
A. 14
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B. 30

C. 62

D. 510

71) The value 24 after / in the IP address 135.120.25.20/24 is called (IP
135.120.25.20/24 24 ):

A. A robbed bit

B. A default bit

C. A prefix

D. A host bit

72) An IP address of 199.119.99.1/24 defines (1P 199.119.99.1/24 ):

A. 24 subnet mask bits for Class A network

B. 24 subnet mask bits for Class B network

C. 24 subnet mask bits for Class C network

D. 24 subnet mask bits for Class E network

73) What 10S command would you use to define a global format to view the subnet mask
during the “ current session” ( “ K

10S )

A. ROUTER # |P ADDRESS

B. ROUTER # TERM DOMAIN-LOOKUP

C. ROUTER # SET FORMAT

D. ROUTER # TERM IP NETMASK-FORMAT

74) The router command ROUTER(CONFIG)# IP HOST { hosthame address} is used for (

ROUTER(CONFIG)#l P HOST{ hostname address} )

A. Viewing the route the packet has taken from source to destination

B. Viewing the host name and host address

C. Adding a static mapping of a host name to an address in the router’ s host cache

D. Showing source destination network’ s interfaces with other networks

75) The maximum number of name server addresses that can be specified using the
ROUTER(CONFIG)# IP NAME-SERVER command is ( ROUTER(CONFIG(#IP
NAMEOSERVER )

A. Four

B. Six

C. Five

D. Three

76) The following is a response to the ROUTER>PING 120.1.1.2 command: .!!!!

Success rate is 80 percent (4/5), round trip min/avg/max = 28/75/112 ms

The success rate 80 percent in this response means ( ROUTER>PING 120.1.1.2

IR 80 (4/5) / / 28/75/112 80
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A. Four out of five times, the response came back

B. Five packets were received at destination, and four were received at the source

C. Four times out of five, there was no response

D. Four packets out of atotal of five packets reached the IP address 120.1.1.2

77) A user on a Washington DC network receives the following response after issuing a
router command

Tracing the route to Honolulu

1Tokyo(127.893.81.2) 800 ms 6 ms 4 ms

2 Lisbon(141.925.64.7) 600 ms 8 ms 6 ms

Honolulu(151.666.59.4) 400 ms 10 ms 8 ms

Washington dc#

This response was most likely obtained by issuing the command:

(WashingtonDC

Tracing the route to Honolulu

1Tokyo(127.893.81.2) 800 ms 6 ms 4 ms

2 Lisbon(141.925.64.7) 600 ms 8 ms 6 ms

Honolulu(151.666.59.4) 400 ms 10 ms 8 ms

Washington dc#

)

A. ROUTER# TELNET 151.666.59.4)

B. LISBON#SHOW IPROUTE

C. WASHINGTONDC# SHOW IPROUTE

D. WASHINGTONDC# TRACE HONOLULU

E. HONOLULU#SHOW IP ROUTE

78) For an IP address of 165.3.34.35, netmask of 255.255.255.224, and a subnet ID of
165.3.34.32, the usable host address range is: ( IP 165.3.34.35
255.255.255.224 1D165.3.34.32 )

A. From 165.3.34.34 to 165.3.34.64

B. From 165.3.34.35 to 165.3.34.65

C. From 165.3.34.33 to 165.3.34.62

D. From 165.3.34.33 to 165.3.34.63
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