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IPX
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7.2.2 1PX
MAC MAC 48
MAC
. IPX
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7.2.3
NetWare I1PX
" ” LAN
MAC 0000.0000.0001
IPX
I1PX
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IPX NetWare IPX
7-3 2
1 3.0000.0000.0001 PC1 1
1) 1 PC1 1
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4) 1 3
1 1
4
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3
7-3 1 IPX
7.3 7.03 IPX
IPX MAC MAC
2 IPX
MAC I1PX
MAC 7-4 IPX
MAC
MAC
Ethernet 4
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7-1 Novell Cisco 10S
IPX Ethernet 7-1 Novell
10S Cisco 10S
Novell Cisco 10S
7.3.1 Etherent_lI Ethernet_II arpa
Ethernet_802.2 SAP
Etherent_I1 1982 Ethernet_802.3 novell-ether
(6 ) 48 MAC Ethernet_SNAP SNAP
(6 ) 48 MAC
(2 ) I PX
0x8137(16 )
(46~1500 ) IPX
(4 ) (FCS) (CRC)
7.3.2 Ethernet 802.3
Ethernet_802.3 “ 802.3raw” NetWare 3.11 ()
Etherent_802.3
(6 ) 48 MAC
(6 ) 48 MAC
2 )
(46~1500 ) IPX
(4 ) (FCS) (CRC)
7.3.3 Ethernet_802.2
Ethernet_802.2 Ethernet_802.3 LLC(802.2)
NetWare 3.12 4.x
Ethernet_802.3 3
(6 ) 48 MAC
(6 ) 48 MAC
2 )
DSAP(1 ) IPX OxEOQ
SSAP(1I ) IPX OXEO
(1 ) IPX 0x03
(43~1497 ) IPX
(4 ) (FCS) (CRQC)
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7.3.4 Ethernet_ SNAP

Ethernet_I1 2 Ethernet_802.2
1 (SSAP/DSAP ) Ethernet_I|
(SNAP) DSAP SSAP OxXAA
2
Ethernet SNAP Ethernet_802.2
(6 ) 43 MAC
(6 ) 43 MAC
2 )
DSAP(1 ) OxAA.
SSAP(1 ) OXAA
(1 ) IPX 0x03
(3 ) IPX 0
Ethernet (2 ) Etherent_Il (0x8137) Novell Ethernet
(38~1492 ) IPX
7.35
IPX 1
IPX IPX
IPX B Ethernet_1I1
“ Ethernet_802.2 “ 3" Ethernet_802.3 “ 4" Ethernet SNAP
400 500 IPX 4 IPX
7-2
7-2
IPX
400 Ethernet_11 401
400 Ehternet_802.2 402
400 Ethernet_802.3 403
400 Ethernet_SNAP 404
500 Ethernet_11 501
500 Ethernet_802.2 502
500 Ethernet_802.3 503
500 Ethernet_ SNAP 504




164 CCNA

7-5

cma-m&m

Ethernet_802.3

IPX
503
Ethernet_ SNAP

IPX
SNAP-
802.3-

504
503

Ethernet_802.3

B

IPX SNAP- 504 8023. 503
Network 503 g ol B 1
Ethernet_802.3 Network .
504 Ethernet_ SNAP PC
Ethernet SNAP 5
504
PC1 1
PC1 1 503
503 504
PC1 1
I PX
Ethernet 4
“ Ethernet
Novell NetWare
300
I 10 Mbps Ethernet” K Cisco
Ethernet 16 NetWare 3.1x
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7-7 IPX 1 (PC1)
3
2
4
= 1
3
7-7 1PX

PC1 GNS 0x0004 (NetWare )
Packet Type = 0x0003
Service Type = 0x0004

1 2 SAP 4 1 1 PC1

SAP

Packet Type = 0x0004
Service Type = 0x0004
Server Name = 'SERVERL'
Server Address = 3.0000.0000.0001:451 (NCP)
Intermediate Networks = 0x0003

PC1 1 IPX 3 PC1 RIP
Packet Type = 0x0001
Network Address = 3
Hops Away = OxXFFFF
Time (ticks) = OXFFFF

1 2 RIP 3 1

RIP
Packet Type = 0x0002
Network Address = 3
Hops Away = 0x0003
Time {(ticks) = 0x0001
SAP IPX

3.0000.0000.0001:451 MAC

MAC
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1 1 MAC

7.5 7.05 IPX
IPX Cisco 10S
7.5.1
I1PX
IPX
I1PX
7-3 1
Ethernet 0 1 arpa
Ethernet 1 arpa
7-7
1 1
Ethernet0 ethernetl arpa
7-3
7.5.2 IPX
1 10S IPX ROUTING IPX
I1PX
Ethernet novell-
ether
1

cisco(config)#ipx routing

cisco(config)#interface ethernet 0

cisco(config-if)#ipx network 1 encapsulation arpa

cisco(config)#interface ethernet 1

cisco(config-if)#ipx network 4 encapsulation arpa

RIP

cisco(config) #ipx routing

cisco(config)#interface ethernet 0.1
cisco(config-subif)#ipx network 101 encapsulation arpa
cisco(config)#interface ethernet 0.2
cisco(config-subif)#ipx network 102 encapsulation snap
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Ethernet0.1 Ethernet0.2 Ethernet0.1
Ethernet_II I PX 101 Ethernet0.2 Ethernet SNAP I PX
102

cisco(config)#interface ethernet 1
cisco(config-if)#ipx network 201 encapsulation novell-ether
cisco(config-if)#ipx network 202 encapsulation sap secondary

IPX
10S
10S
IPX MAXIMUM-PATHS< > 10S
< >
IPX MAXIMUM PAHTS
SAP RIP
SAP RIP 10S IPX
SHOW IPX INTERFACE
IPX

cisco#show ipx interface ethernet 0

Ethernet0 is up, line protocol is up

IPX address is 1.00e0.b064.2892, ARPA [up] line-up, RIPPQ: 0, SAPPQ: 0
Delay of this IPX network, in ticks is 1 throughput 0 link delay 0

RIP packets received 0, RIP packets sent 5
SAP packets received 0, SAP packets sent 1

I1PX
IPX INTERFACE BRIEF

cisco#show ipx interface brief

Interface IPX Network Encapsulation Status IPX State
Ethernet0 1 ARPA up [up]
Ethernetl 4 ARPA up [up]
Serial0 unassigned not config'd administratively down n/a
Seriall unassigned not config'd administratively down n/a

SHOW IPX TRAFFIC
SAP RIP

IPX

cisco#show ipx traffic

System Traffic for 0.0000.0000.0001 System-Name: cisco

Rcvd: 42 total, 55 format errors, 0 checksum errors, 0 bad hop count,
2 packets pitched, 40 local destination, 0 multicast

Bcast: 35 received, 74 sent

Sent: 74 generated, 0 forwarded
0 encapsulation failed, 0 no route
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SAP: 4 SAP requests, 0 SAP replies, 2 servers
18 SAP advertisements received, 20 sent
0 SAP flash updates sent, 0 SAP format errors
RIP: 4 RIP requests, 0 RIP replies, 9 routes
14 RIP advertisements received, 18 sent
16 RIP flash updates sent, 0 RIP format errors
Echo: Rcvd 0 requests, 0 replies
Sent 0 requests, 0 replies
0 unknown: 0 no socket, 0 filtered, 0 no helper
0 SAPs throttled, freed NDB len 0
Watchdog: 0 packets received, 0 replies spoofed
Queue lengths:
IPX input: 0, SAP 0, RIP 0, GNS 0
SAP throttling length: 0/(no limit), 0 nets pending lost route reply
Delayed process creation: 0

SHOW IPX SERVERS SAP
1
Type Name Net Address Port Route Hops Itf
P 4 SERVERL CO0A80201.0000.0000.0001:0451 2/01 1 Etl.1
SERVER1 ( 4) CO0A80201.0000.-
0000.0001 0x451 IPX
( ) P SAP
SHOW IPX ROUTE IPX
o 501 (ARPA), Etl.1
R 201 [02/01] via 501.0260.8c6b.a7a3, 8s, Etl.1
1 (© 501 Ethernetl.1 1
201 RIP(R) 501.0260.8c6b.a7a3
NetWare “ aaaaaaaaaaaa I1PX
XXXXXXXX YYYYYYYY”
IPX /
RIP SAP

DEBUG IPX ROUTING ACTIVITY DEBUG
IPX SAPACTIVITY
DEBUG IPX ROUTING ACTIVITY
IPXRIP Ethernet 1
3 IPXRIP 504.0260.8c6b.a7a3
1 COA80201
201
cisco#debug ipx routing activity

IPX routing debugging is on
cisco#terminal monitor
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cisco#

IPXRIP: positing full update to 504.ffff.ffff.ffff via Ethernetl (broadcast)
IPXRIP: sending update to 504.ffff.ffff.ffff via Ethernetl

IPXRIP: update from 504.0260.8cé6b.a7a3

C0A80201 in 1 hops, delay 2

201 in 1 hops, delay 2

SAP DEBUG IPX SAP ACTIVITY

cisco#debug ipx sap activity

IPX service debugging is on

cisco#terminal monitor

cisco#

IPXSAP: at 00095450:

I SAP Response type 0x2 len 96 src:504.0260.8c6b.a7a3
dest:504 . fff£.£££E£.££££(452)

type 0x4, "DAVENW', COA80201.0000.0000.0001(451), 1 hops
IPXSAP: at 00094520:

I SAP Response type 0x2 len 96 src:504.0260.8c6b.a7a3
dest:504 . ffff . £fFF £FEE(452)

type 0x640, "DAD", 202.0000.1b32.9el7(E885), 2 hops

504.0260.8c6b.a7a3 SAP 2
DAVENW COA80201.0000.0000.0001 4 0x452
DAD 202.0000.1b32.9e17 0x640 OXE885
NetWare

SHOW IPX SERVERS

Cwowmcroure .
IPX | IPX
LAN MAC
75.3

RIP IPX RIP
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NetWare (Netware Link Services Protocol, NLSP)
TCP/IP OSPF NLSP
RIP
(Enhanced Interior Gateway Rowting Protocol, EIGRP)
RIP NLSP
IPX ROUTE [FOOATING-STATIC]
3
IPX
FLOATING-STATIC floating
7.6
IPX IPX .
RIP
SAP
IPX

SHOW IPX TRAFFIC SHOW IPX
INTERFACE DEBUG IPX ROUTING ACTIVITY DEBUG IPX SAPACTIVITY

77 2
. (Internetwork Packet Exchange, | PX) Novell NetWare
* IPX Novell NetWare
o IPX 30
. IPX 32
IPX
. IPX
IPX
* NetWare IP
. IPX MAC

* Novell Cisco
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* Cisco 10S Novell
. Ethernet-802.3 “ 802.3raw” NetWare 3.11 ()
 Ethernet_802.2 Ethernet 802.3 LLC(802.2)
NetWare3.12 4.x
. Ethernet_lI1 (Subnetwork

Access Protocol SNAP)

. IPX
(Service Advertising Protocol, SAP) (Routing Information Protocol,

RIP) IPX

* SAP

. 3 SAP SAP

RIP IPX

*RIP

. IPX

. 1 10S IPX ROUTING IPX

. IPX

* SHOW IPX INTERFAC

. SHOW IPX TRAFFIC

* SHOW IPX SERVERS SAP

* SHOW IPX ROUTE IPX

* DEBUG IPX ROUTING ACTIVITY

*RIP IPX
« NetWare (NLSP) TCP/IP OSPF
. (EIGRP) RIP

7.8

1
1) The service provided by IPX is (IPX )
A. Guaranteed delivery
B. Datagram
C. Connection-oriented
D. Sequenced
2) The Transport Control field in the IPX header holds what information? (IPX
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)
A. The age of the packet.

B. Protocol type

C. Router hop count

D. Level of service required.

3) What is the length of an IPX network number (IPX )

A. 16 bits

B. Variable

C. 48 bits

D. 32 hits

4) In the IPX address 0102.0000.8045.1700, what is the node address (  IPX
0102.000.8045.1700 )

A. 1700

B. 0102.0000.8045

C. 0102.0000

D. 0000.8045.1700

5) What can you say about this address: 47.0000.0000.0001 (
47.0000.0000.0001 )

A. It isthe address of a NetWare print server

B. It isan internal network address

C. The included socket number is 0001

D. Nothing

6) The Checksum field in the IPX header is normally set to (IPX

)

A. A checksum of the entire IPX packet

B. A checksum of the IPX header fields only

C. OXFFFF

D.0

7) If an IPX node is configured to use the Ethernet_802.2 encapsulation, which other
machines can it communicate with directly (without going through a router) on the same network
( IPX Ethernet_802.3

( )

A. Machines running any encapsulation

B. Machines running either Ethernet_802.2 or Ethernet_802.3

C. Machines running Ethernet_I1

D. Machines running Ethernet_802.2

8) To run multiple encapsulations on a single physical interface, arouter has to (

)

A. Use adifferent network number for each encapsulation
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B. Use subinterfaces, not secondary networks

C. Enable NLSP routing

D. Use an access list

9) Which protocol does a workstation use to locate a server providing a particular type of
service ( )

A.RIP

B. NCP

C. SAP

D. EIGRP

10) Periodic SAP updates are sent by ( SAP )

A. Routers and servers

B. NetWare servers only

C. Workstations and routers

D. Workstations only

11) The RIP protocol is used by (RIP )

A. Routers only

B. Serversonly

C. Workstations, servers, and routers

D. Print servers

12) Which command which must be given first to enable IPX ( IPX

)

A. CISCO(CONFIG)#ENABLE IPX ROUTING

B. cisco>ipx routing

C. cisco(config-if)#ipx routing on

D. cisco(config)#ipx routing

13) Which of the following allow you to use multiple IPX networks on a single physical
interface ( IPX )

A. Secondary networks

B. Dynamic frame types

C. Subinterfaces

D. None. Thisis not supported.

14) Which 10S command allows you to view the router’s internal SAP database ( 10S

SAP )

A. SHOW SERVERS

B. show ipx servers

C. servers

D. ipx servers

15) Which of the following kinds of information do you need to collect before you can
configure IPX using 10S ( 10S IPX )
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A. The number of NetWare servers on the network

B. The encapsulations in use

C. IPX network numbers

D. The IPX address of another router

16) What does this command do:

CISCO(CONFIG-1F)#IPX NETWORK 3 ( CISCO(CONFIG-
|F)# PX NETWORK3)

A. Nothing. It isincomplete.

B. Sets up a static route to Network 3

C. Configures IPX Network 3 on this interface with the default frame type

D. Nothing. The router isin the wrong configuration mode.

17) What does this |OS command do?

IPX ROUTE 4 5.0000.8004.4563 FLOATING-STATIC ( 10S IPX
ROUTE 45.0000.8004.4563 FLOATING-STATIC)

A. Configures 4 static routes

B. Configures static SAP entries for servers of type 4

C. Configures a static route to network 4

D. Says that to get to network 5, you must go via network 4

18) In the command IPX ROUTE 4 5.0000.8004.4563 FLOATING-STATIC, what does the
FLOATING-STATIC keyword on the end mean? ( IPX ROUTE 45.0000.8004.4563
FLOATING STATIC FLOATING STATIC )

A. Set all static routes to floating

B. Allow this route to be overridden by a route received dynamically

C. Apply thisroute to all network numbers from 1 to 4

D. Lock thisroute so that it cannot be changed

19) The IPX MAXIMUM-PATHS command does what (IPX MAXIMUM  PATHS

)

A. Allows |OS to share traffic to a given network over multiple paths

B. Allows a slow link to be used as a backup for a faster one

C. Sets the maximum number of router hops a packet can travel

D. Sets the maximum number of interfaces IPX can be configured on

20) Which command is used to show a concise list of the configured IPX interfaces (

IPX )

A. SHOW CONFIG

B. show ipx interface

C. show ipx interface brief

D. show interface

21) If two devices are plugged into the same physical network, but are using different
encapsulations, what it required before they can communicate (
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A. A cross-over cable

B. A repeater

C. A router configured for the appropriate encapsulations

D. Nothing. They can communicate directly.

22) When does a workstation normally send a GNS request (
GNS )

A. When trying to communicate with another workstation

B. When trying to locate the nearest router

C. When it needs to send a SAP update

D. When trying to locate a server at initialization

23) How many router hops does a GNS request travel ( GNS )

A.16

B. None

C.4

D. Unlimited

24) In a SAP update packet, what does the Server Address field contain (  SAP

)

A. The network the server is on

B. The server’ s node number

C. The socket number the server is listening on

D. All of the above.

25) Which of the following protocols is used by servers to advertise their services to the
clients ( )

A. Routing Information protocol (RIP)

B. Sequenced Packet Exchange (SPX)

C. Network Core Protocol (NCP)

D. Service Advertising Protocol (SAP)

26) On an Ethernet LAN how many IPX encapsulation types are supported ( Ethernet
IPX )

A. 4

B.3

C.2

D.1

27) The frame check sequence checks with which fields in an Ethernet_802.3 frame (

Ethernet-802.3 )

A. The Source Address and Destination Addres
B. The packet data
C. Everything from the Destination Address on
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D. Source Service Access Point (SSAP)
28) Which of the following fields is not common to both Ethernet_802.3 and Ethernet_802.2

frames ( Etherenet802.3 Ethernet802.3 )
A. Source Address
B. Length
C.DSAP
D. Data
29) In SAP packets, the numbers in the Service Type field are assigned by ( SAP
)

A. The system administrator
B. The end user
C. Novell
D. Server
30) SAP requests, responses, or broadcasts can be recognized by which value of source or
destination socket number (SAP
)
A. 0x0452
B. OxEO
C. 0x03
D. 0x0453
31) In RIP Packets, the Hops Away and Time Ticks fields are valid both for request and
response packets ( RIP “ oo "

)
A. True
B. False
32) Up to how many RIP entriescan a single IPX packet hold ( IPX

RIP )
A. 44
B. 47
C. 49
D.51
33) In RIP, which number of hop counts indicates that a network is unreachable ( RIP
)
A. 12
B. 16
C.8
D.20
34) Match a Novell term on the left with an 1OS term on the right ( Novell
10S )
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A. Ethernet_SNAP 1. SAP

B. Ethernet_802.2 2. SNAP

C. Ethernet_I1 3. novell-ether

D. Ethernet_802.3 4. arpa

35) If auser attempts to set the same encapsulation type on more than one subinterface on
the same physical interface, what will the IOS do (

I0S )

A. Assign default values for encapsulation types

B. Issue a warning but allow the change

C. Issue an error message and ignore the change

D. Allow the change

36) Which of the following is a default routing protocol when IPX routing is enabled (

IPX )
A.RIP
B. NLSP
C. EIGRP
D. CDP
37) When there are multiple paths available at the same cost, then by default 10S: (
)

A. Will Keep all pathsin the routing table
B. Will Keep only one path in the routing table
C. Will keep all pathsin the table and route the traffic in a round-robin manner
D.BandC
38) What is the purpose of the split-horizon function ( )
A. To divide the network traffic in two for faster throughput
B. To avoid sending redundant data back out the interface it was received on
C. So that each person only has to manage half the routers on a network
D. To set traffic priority levels
39) By default, RIP routers broadcast periodic updates every ( RIP
)
A. 30 seconds
B. 60 seconds
C. 5 minutes
D. 10 minutes
40) When would aworkstation send a RIP request ( RIP )
A. Oniinitialization, to locate a server
B. Whenever it needs to find a route to a remote network it doesn’ t have aroute for
C. To connect to a NetWare server
D. Every 60 seconds
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41) If an interface was configured like this:

CISCO(CONFIG)# NTERFACE ETHERNET 1

CISCO(CONFIG-IF)# PX NETWORK 201 ENCAPSULATION NOVELL-ETHER
CISCO(CONFIG-IF)# PX NETWORK 202ENCAPSULATION SAP SECONDARY
How many copies of each SAP update would be sent out the physical interface (

CISCO(CONFIG)# NTERFACE
ETHERNET1
CISCO(CONFIG-IF)#PX NETWORK
201 ENCAPSULATION
NOVELL-ETHER
CISCO(CONFIG-IF)# PX NETWORK
202 ENCAPSULATION SAP
SECONDARY

SAP )
A1
B.2
C.3
D.4
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